Advanced Certificate in Cyber Laws (ACCL)

(With Electives)

(Version 2008)

Prospectus

Advanced Certificate in Cyber Laws from Cyber Law College is a
Course meant to provide an in-depth understanding of Cyber Laws as
applicable in India. It is offered as an extension of the present "Certificate
in Cyber Laws" and addresses different user segments.

It comes with two streams of specialization namely, "Information
Security" and "Legal BPQO" . Accordingly the students who pass out would
be provided the certificates "Advanced Certificate in Cyber Laws with a
suffix indicating the specialization as indicated below.

Information Security: ACCL (IS)
Legal BPO: ACCL (LB)

Students who complete the Foundation module only will be provided with
the certificate "Certificate in Cyber Laws" which can be upgraded into one
or more of the elective based certificates.

The Electives have been chosen so as to provide higher job relevance
after the course.

How The Course is Conducted

The Course is conducted in a virtual mode. Additional course material
would be provided for the Elective module. An additional examination
paper would be prescribed for the Electives.

Who should take this Course?

This course is meant for Lawyers, Banking Professionals, Information
Security Professionals and Business Managers. Engineers, Company
Secretaries and Chartered Accountants will also find the course useful for
their respective professions. Information System Auditors with relevant
qualification will also find the course useful.



Students who have completed the Certificate Course in Cyber Laws from
Cyber Law College can apply for upgradation.

Management:

All correspondence should be addressed to Na.Vijayashankar, the
Director of Cyber Law College either by e-mail at clc4india@gmail.com

Course Contents:

The Course covers the following Foundation topics:

Lesson
Module Topic
No

11\/[0dule Basic Concepts of Technology and Law
Understanding the Technology of Internet
Scope of Cyber Laws
Cyber Jurisprudence

g/lodule Law of Digital Contracts
The Essence of Digital Contracts
The System of Digital Signatures
The Role and Function of Certifying Authorities
The Science of Cryptography

g/lodule Intellectual Property Issues in Cyber Space
Domain Names and Related issues
Copyright in the Digital Media




Patents in the Cyber World

Case Studies..1

i/lodule Rights of Netizens and E-Governance
Privacy and Freedom Issues in the Cyber World
E-Governance
Cyber Crimes and Cyber Laws
g/lodule Information Technology Act 2000
Information Technology Act-2000-1 (Sec 1 to 13)
Information Technology Act-2000-2 (Sec 14 to 42 and Certifying authority
Rules)
Information Technology Act-2000-3 (Sec 43 to 45 and Sec 65 to 78)
Information Technology Act-2000-4(Sec 46 to Sec 64 and CRAT Rules)
Information Technology Act-2000-5 (Sec 79 to 90)
Information Technology Act-2000-6 ( Sec 91-94)
Information Technology Act 2000..Caselets
Case Studies ...2
z/lodule International Scenario in Cyber Laws

Data Protection Laws in EU and USA

Child Abuse Protection Laws in EU and USA

Cyber Laws - the Malaysian Approach

Cyber Laws-Pakistan Approach




g/lodule Cyber Law Issues for Management
Cyber Law Issues in E-Business Management
Cyber Law Compliancy Audit
g/lodule Miscellaneous Cyber Law Issues
Cyber Terrorism and National Information Security
Cyber Evidence Management
Cyber Jurisdiction
g/lodule Information Technology Act Amendment Bill 2006

Students should chose any one of the Electives from the following alternate

streams available as a continuation of the above foundation topics.

Elective Stream: Information Security

?/Slodule Information Security

IS1 Legal Dimension of Information Security
Encryption, Digital Signature and Steganography as

IS2 . .
Information Security Tools

IS3 Data Protection Legislation
Compliance Issues in E-Commerce- CanSpam Act,

IS4 Payment Gateway Management, Link Management,
Advertising Management

IS5 Compliance Issues in Corporate Governance- SOX,
HIPAA, GLBA, Clause 49, HR Issues

16 Audit Issues, Reasonable Information Security Practice

under ITA-2006, SAS 70 and ISO 27001




Elective Stream: Legal BPO

Module | Legal BPO

LB1 Introduction to Outsourcing Industry and Types of LPOs
LB2 Understanding the US Legal System

LB3 Understanding the UK Legal System

LB4 Drafting Skills

LB5 Search Skills

LB6 Personality Requirements for a successful LPO Career

Course Material:

During the course, lessons will be sent by e-mail. One back up copy of all lessons
will be sent in Print Form.

Admission Procedure:

At the time of registration, prospective students have to make the payment of the
Course fee along with the full particulars of the Student such as his/her Name,
Address, Qualification etc. For detailed procedure of admission and application
form_click here.

Evaluation Criteria:

Evaluation would be based on answers to assignments at the end of the
lessons, tests and the final examination..

Course Fee:

Course

Fee

Advanced Certificate in Cyber Law (ACCL)

Rs 7,500

With Two electives (IS and LPO)

Rs 9,000




Students who want to take only the “Foundation Module” may pay a fee of RS
5000/- and then upgrade their course to ACCL by taking up the electives for an
additional amount of Rs 3000 for one elective and Rs 4500/- for two electives.
Students from outside India will have to bear an additional the Postage/Courier
charge for receiving Certificates and course material in print.



